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'USING EVMBEDDED COMSEC: AN INTEGRATOR'S VIEWPOINT

THOMAS KIBALO, SENIOR DESIGN ENGINEER
W. E. BOEBERT, CHIEF SCIENTIST, .
HONEYWELL SECURE COMPUTING TECHNOLOGY CENTER

i, IETROUOCTION

In ozdar to axpand COMSEC equipmenti
. availabiliey, standsrdized usage, and

lower COMSEC cguipmenpt cost, NSA
‘ astablished <the Development Canter

for Bubedded COMSEC Products (DCECP).

The onepue of the DCECP, under a
progzan entitled Praject Overtake, is
2 srandard set definition of COMSEC

modules 2o be used iz enbedded
epplications to provide - the
encryption/decryption funectional

requirements in link, data, and voice
COMSEC systams.” These modules are
called Forsee, Tepache and Wimgtor
respectively.

This paper Jdescxribes the use of the
standard module sct in a generic
Cammand -Control aand Instelligemce
System and addresses the issues of
stem
integrator’s viewpoint 'at both the.
system and unit bost levels.

t
2. PROJECT OVERTRXP AND THE HOST

3.1 Histarieal Ba:_-.m¥nd. .
Histo Y, endorsed ¢ hic
technology has. been aveilsRle oanly
trom MS5aA, ganerally In the form of
limivea~function, elassified products
with a strong functional bias towacd
-the securing of passive commmnicae~
tions links, This sitnation,
aomdbined with the ever closer. inte~
gration of oomputars and
communications, hss caused many
diffieulties ror groups attemmring to
incorporate hic technology
intc host systems. Pree-gtanding
eryptagraphic units have
difficult to

Bodern | compy
classified nature of the prodncts has
often imposed physi security
constraints wiich .are incompakible
_with operational’ needs. . The
*communicacions=only” bias of the

both
into
The

products has inhihited hic
solutions to computer  security

Problems, such as the aunthentication
of critical but £orgeable <user/-
compitex dialogues and the securing
ot classified information on
Per &u ::«:i:. . Finally, the
vailable ma 8 © WARA ent
were often :I.nconsisgmt‘? vie.hmthg
volume, fraquemecy, and nature of
somputerized communications.
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2.2 Drojecy OVERTANE. The tochaical
and panagerisl approaches used by
Sroject OVERTARKE eccammodate the
near~total d{ntegracion o¢f camputers

and comawications in con
gystams by  providing enugorsa
a

cryptogzapbie tachnology

radically different formz.

unclassified modules buile 0

standazrdized  intexfaces by a broad

M bame and designed %o be
ded within, ac opposed to added

anto, products and systems.

A xadical change in a technoloqy
calivery machanism inevitably
involves a xxdical change in the
relationships bebwecen the various
exganizations which must incoxporate
ehat technology :Inte systems: Ia
thic paper we shall desexibe the new
form of one such relacionghip: <hat
betwecn the provider of cryprographilc
technology and the host integrator-
Theye are two significant areas or
interest: what Project OVERTARE
delivars co the ixcegrator, and wnat
tha respoasibilities of  the
integrator arxe.

2.3

Whaz the In tor Recaives.
The ETY teg’r'afo: . may optain
scanderdized, unclassified modules
from any of a numbey of suppliers,
along with support in the form or
docunentation and comnsuitation. The
decumentation consists of an
Interface Control Decument (ICD) and
az Exbedding Manuzl, 3long with an
informal list of "Da's and Dent‘a.®
The' ICD defines standard external
interfaces which will be enforced for
all spplemenrations of the madules)
the intagrator car therefore usc it
to define "sackets"™ in furvure systems
with the assurancs that technclecy
changes iz the modulaes will not force
systens redesign. Consulzation ard
technical assistance is cvailable
Both from NSA amnd <the supplier
selected by +the Int O, B
addieion, NSA will provide an evalua-
tion ¢f the host system which will,
i1f suecessful, lead to an endorsement
¢z that system as authorizZed o
hapdle Claesaified or sepsitive
informpation.

2.4

»
dorwmin,
mamorepda of
Agreement with NSA. These reroranda
spell out various admSristrative

recponsibhilitiecs of the intaegrazor;
prancipal asong these ig <he proper

£ zha Integrator
- n contraetuzl

G Integrato= gITT degotiate
Understanding and

DTIC QUALITY INGFECTIED 4
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haadling af zlassitied _and
Cryprographic Contrelled fnformation.
The integseses =must also provide
tochnical amd dministrative support
to the evaluation Frocess.

In the techmieal domaln, *the
integrator must sarizfy the _mcial
physicel and functional reguizanente
of endorsed cryptegrephic technology.
Functiens)l raqeirements arise at two
system apd hest. Jystem-
Jewvel sequiramests and Igsues ase
those that deal With the salecticn of
modules and cwoeis placesent o a
systan architccmurc. . Boat-level
requirements are those associated
with the derailed placement of &
module in A product, such 83 terminal
or mainframe, and its relationanip to

that host.

3. IMEEDDING MODULES

3.1 pPhysical . MNodule
The mo :
host application s,
irself, suppliss only. core cxypho-
grapaic functions. , The host
o ¢nt contaizing the wodule must
supply all powvar sources and
regqulaeion, TEMPEST shielding &
filrering, and tamper dstection
sensors to su%g.lmt moduls securs

Thix approack reduces
duplicatica of hurxdwera in both the
Rost - and Bodule, and zesults in &
more generic module design suitable

i .
et
asa of

¢

for ecbedduent in a jarge variety of
fosts. The host must also provide a
CSESD=11 2il11 port to the module as a

seans of manually loading key- As an
.option, the host may supply a
exypto igpition interface to the
modula . for . wore-  convenicnt

opezaticnal startup.
Moddle integration i3 eased Dy the

gse of standapdized intarfaces. All
defined interfaces must be LS-TTL

compatible.

3.2. Yevel Panctional .

- ts, _ ZYigure 3.22
d-sq‘%es a %;ucal systan~level
architecture which incorporates a
set of bhosts and
Ho are asgumad
to dicjoint physical
security areas ©OANC insacure
media. The vulnarsdilities in such
an acchitacture are a5 followe

reprazantative
intes-hogt lipks.

(nuxber in parenthases are keyed to

the diagram):

Phe watrusted Ffront-end processor to
the Trusted Camputsr Base could be
subverted, permitting a variety of
spocfing ateaeks (1). Active and
passive wiretap avtacks could be

pounted against ‘the Logal Ares
Netwerk (LAM) (2), the high-speed
1iak (3), and the lovespeed 1 (4)

Nedia repoved €rom the workstatien

could be forged or compromised while
in ap fneecure axea (5).
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fhen it is net practieal ta overcare

such vwulnerabilities by physical
sgourity means (e.g., by han
communicetions lines or expamding the
physical secuxrity perimeter), chen
the standerd erypeogrsphic modules
may be used, The selection of a
particular module £% «guided by
considerations of speed and
functionelity (e.g., provision for
bypass) .
chaices ia given below (keyed to the
acmarals in Figure.3.2h) -

& Zepresentative set of ¢

interfaces to insecure media. A
single module sufficos for the TCB
because there Is only  one such
interface, and the multifunction
nature of thke module parmits its dual
use a5 and encrypror/decryptor and an
authanticaroy, ' Authentication i3
used instead of ancryption im the
usex/TCB link bacause the
trangmizsion takes place entirely
within the physical security
perigmter; ozging, 2ot coapromise,
is the threat. Message contants muse
be {n the clenr to permit esfficient

_Processing.

The second major system-level issue

ic that of zaAna . The
) Vi k.%cu&&l ﬂ-. are
to be distr {in-band o» ugh
2111 “devices) and how eo integrate
key meonagement with the, various
communicetions and ectorsge wmedis

16-3
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Tepachm modules are exbedded . in the
T3 and the user eerminzl in order to
surthenticata ericical ICB/usex
invexchanges (1). A Tepache module
in the workstation ard the same
module in the TCH are used o eacrypt
LAR traffic (2). Two Foresee mocules
are uscd to protect, traffic on the
high-spe¢d link (3) and two Wimdstor
modulés are’ used =0 secure the
low=gpeed link (4). A seeond Tepache
module in the workstation is used to
encrypt the removablg media (5).
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AIGURE 3.2b
.wo Tepache modules are reguired in protocols ip the systenm. Project
the workatation gsince thera are two OVERTAKE will provade technical

support to the integrator as well as
key managemont modunles) one such
module 1s shown as part or the TCB in
fMgure °  3.2. Encryption of
information stored om €ixed and-
repovable medaa n2Y raise
applications-dependent asoues, such
as the impact of kay changes upon
archival storage. Integrators shonld
anticipate that resaclution of these
and other Xey funagement isgues will
require acaess o clasaified
intommation,

A final” issme is dhar of inber—
:gezabuity.h Different mwodules arxe

with difrcrent
existing cryptographic preduets such
as the XRG6-84§, X¥-57, and RGV=-8/1l1;
agiacing oy forecasted  inter—
aperabillity requirencnty may deminate
the selection eritaria.
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Host Level Functional

ents. 3 seetion
will discuss e reguirements imposed
wpon module integrator at <the
host domain level.

3.3.1

3.3

structure and thns supports muletiple
ancerts within a target hoest. For
secure operacion the module mausc be
positioned on the logical baundary
between red and black processing.
The integrator can easurs this by
placing the module directly *ianline”
wvith the zed to Dlack data flow from
the host. The integraticon mast
enforee the module "ownership™ of the
path in such a way that no. logqaical
compromises can be mads, For
example, see the Tepache module
(Figure 3.3.1a). A proper
pasitioning for " its placenent i
between the host and the outgoing
commnications circuits.
ensures that the trxaffic og the I/O
side of the module 3is black and an
che host side (s red. If there are
sltiple outgoing deta paths from the
hose, then it §s the iJiantagrator's
respongibility to jdentify those
paths and to epsure that nodules are
used in all instances. .

REDSI0E

Momuls SLALX SIDE

> | €7

|
?E
E\
:

In contrast to this, consides ¢the
insrallation showm in Figqure 3.3.1h.
The integrator bhas chosen a module

REDSOE ° l BLACK SIDE
eT \‘ l
Mokde "-I
T et er
‘
’K-n ™
et I VTP,

FIGURR 3310 NOT INUNE MODULE PLACEMENT

Red/Black Separasien. The .
module intarface zsz genaric: in

placament not inline vieh & terminal
¥ad ¢o black bourdary, Clearly an
"OpeR POrt” or sneak path exiTes
where red data can be outputiad.

3.3.2 Messsge Pormarvein and
- Eomm%. _ﬁE ﬁ cElssxc
stem _en RRen aryptoleogy.
most gystems operating. in a aysrex
high state (cecurel de not gracetully
degrade to a cleat stato without a
break or total disruption ef the
ecxmmmications. This en may be
acceptable for i
comminicaticn ay
intaleradle for. packet~switchad
systems o©or LANS whore multipoint
eofncctions are common. The modules
(1n particular the Tepaeche) nsed to
Support muleipoint netwarks. To
support this a baaic packet format
zar the amodule is proposed (see
Figure 1.3.2a). The vhole packet can
be envisicmed as enecrypted bue in the
more gemaral case only the body is
encrypted, while the beadar and
trgilexr rumain unencrypted. There is
good reason for this. In MOst modern
@2y mmltipoint metworks the trailer
data J3Jupports error detection and
correction., To allow encryption to
work 4in these systems (in a
erangpirent way at the date link
level] an unenosyptad traller s A
necessity. The same ay t can be
applied ¢toward tha use of an
unencryptae€ heaaer. The DRheader $s
used by most systems to identafy
message type, sourea and destinntion.
For a more pigorous application
where traffic flow amalysis can lead
to scme form of compromise then use
of unencrypted neaders is dangerous.
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When uaencrypted bheslders or trailers
aze used in an applicatien, other
consideracions wnst Dbe taken into
account. Tae considerations arxe
fllustreted in two caces, both of
which are presented from the -2gpect
of decryption (the same ratiomale can
be applied $wem vhe viewpoint of
encryption as well).

Por 2al)l cases the nodnle 1s zasumed
te be placed along a terminal red/-
black boundary in the host. For case
ane, on the black side it iz wsstmed
that chere iz no "smart® wﬂ for
message disassembly (i.e., ch part
of the mnessage should ge thzough a
decryption pracess ané which should
not) . In this cese (ses Fiqure
3.3.2b] the entire message packet has
to be passed through the module to
the host without processing. Once
racaived by the host, the message can
mthe”: gisu.ssabled inte ;g:

an paves.
encrypted parts ave than fed back
thzough the module from tha host. side
for decryption and then assembled
anto 3 fully deecrypted message.

An advantage to this
the I/0 usaed -in such a hogt can be
" zairly unscphisticated (i.a., UART or
parallel port). A distincet
disadvantage with 2 proecess is
additiopal time delay incmrred
through a cecond pass of data to the

module. .

In ecase two (see Figure 3.3.2¢), the
assumption is that <the I/0 is
s seicated enouvgh 50 that
additiopal funcetions of assembly and
disagsenbly c¢an be impesed upon it
(tharahy offloading the host). The
I70 . buffers the Black medsage and
digagsemblen it diunto d ang
unencrypted parts. It then Zraunsfers
the uncencrypied part through the
modnle to the host; the encrypeed
part is5 also passed throengh, but
de ted "on the fly.®" The end
result on the host side is that only
upanerypted messages are geen. This
axarple is typical of tha approach
required for LAN's whore a
complicated I/0 is tha norm.

3.3.3 ALK . Encryption is a
symmehris proceas o the deoryption,
with the esceprion that unencrypted
portiens (i.e., headex, traller) must
m.u over the red/black

Rhifans Gonla¥ o poveatiaz pe e bd

In'the Tepache madulg, bypass io an
internal function limired ané aundited
O prevent abusa.

approach is that

In the Foresee and Windstor, bypsss
is an evtezmal fumetion (not servieced
by the madunlasg).

It 1s the responsibility of ¢he
integrator to ocontrol all bypass
functions 80 as not to
cause major insecurities ro a system
using Forasea or Windstor, and to
prevent alaxm lockup siteatiom in the
Tepache.

S.3.4' ay) e  Modes. Pach
modile TR Y ool
gzaphic modes. Thase modes allow &o;
use of cryptology wader a number of
different system situstions and
provide backward compatibility %o a
oumber of axisting crypto equipments.

It is primarlly a host respomsibility
to enforece proper use of module
cxyptographic modesn. The systom
designer mugt idendify that subset of
modes zpplicable to the sygtem and
then pagss this informacion on to the
hose tegrators for preper mode use
at host lewel.

The exact place where czypto syne is
datacted varies among che medule
types. In modules like Poresee and
Windstor, <the loss of syne is
detected within the module. In the
Tepache the loss of synce must be
detccted by the hast, Ia all cases

once a loss of sync has oecurred, it

is a host action to correct.
4, StharRY

Project OVERTARE offers significane
benefits to the host systems
integrotor. The mltifupction,
dynamically reconfigurable nature of
the medules permits the incorpozntion
o2 endorxsed crypragraphy in a wide
range ©f functiomal environments.

-The unclaseified nature of the maosulae

permits the use of endorsed to-
gTaphy in  previously forbidaen
physical - envirenmentzs, ra well as
reducing the $ntegrator's costs and
schedule. MNodula cost is further
rwduced and availubiiity enhanced by
the broad supplier base.- Intarw
opezability permits intercomraction
with, xnd the orderly upgrade o2,
systens which use - currant -
graphie products. Above all. the
enforcement of standarda intexfaces to
the modules will faciiitate long-term
technical” plaaning, reduce Teehnical
és&oﬂh‘n@fe-?&n inpruvenents
tedh::ioqy.
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